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ABSTRACT

Name . Reza Putra Rahmaditya

Title : Legal Responsibility Upon Data Protection To Ensure The
Consumer Rights and The Implementation of Data Protection
Officer Based on Personal Data Protection Law In Case of
Tokopedia Company.

A personal data breach is a violation faced by businesses, particularly those
directly tied to technology. In Indonesia, there are numerous incidents of personal
data breach E-Commerce Businesses such as Tokopedia. This study attempts to
assess the legal responsibilities of perpetrators of consumer data security along with
the implementation of Data Protection Officer roles within companies such as
Tokopedia. This is a normative legal research analysis with a statue approach and
a conceptual approach. The data was gathered through library research and
examined prescriptively. The study’s findings are: 1. Legal protection for clients in
the event of misuse of their personal data. Protecting customers data in advance of
a failure to do so might hurt customers; hence, preventative measures include legal
protection that is preventative in nature. As a result of the losses suffered by
customers as a result of the failure to secure the confidentiality of their personal
data, repressive protection is carried out in the protection of consumer personal data
by involving the role of the business and the government in providing legal
protection. 2. The Data Protection Officer can provide valuable assistance to the
company in conducting assessment of the potential impact on personal protection
with regard to new policies. Conclusion of this topic are: 1. In the event of a Breach
of Personal Data in Company, it is mandatory for the company as a company
involved to inform the Data Owner related to the breach, and assume of full
responsibility for mishandling related to the existing data. 2. The implementation
of Tokopedia has implements a data protection officer to maintain all process in
protecting personal data in accordance with the applicable PDP Law.

Key Words: Personal Data Protection, Cyber Security, E-Commerce Company

ABSTRAK
Nama . Reza Putra Rahmaditya
Judul :  Tanggung Jawab Hukum Atas Perlindungan Data Untuk

Menjamin Hak-Hak Konsumen Dan Implementasi
Petugas Perlindungan Data Berdasarkan Undang-Undang
Perlindungan Data Pribadi Dalam Kasus Perusahaan
Tokopedia

Pelanggaran Data Pribadi adalah Pelanggaran yang banyak dialami oleh
Perusahaan, terutama Perusahaan yang bersinanggungan langsung dengan
teknologi, di Indonesia banyak terjadi kasus Pelangaraan Data Pribadi pada
perusahaan E-Commerce seperti Tokopedia. Penelitian ini bertujuan untuk
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mengetahui pengaturan hukum terhadap perlindungan data pribadi di indonesia
dan untuk mengetahui bagaimana penerapan Data Protectian Officer dalam e-
commerce company seperti Tokopedia. Jenis penelitian yang digunakan adalah
penelitian normative dengan menggunakan pendekatan perundang-undangan dan
pendekatan konseptual. Metode pengumpulan data yang digunakan adalah studi
kepustakaan dan dianalisis secara perspektif Hasil penelitian menunjukan bahwa:
1. Bentuk Perlindungan hukum terhadap konsumen apabila terjadi
penyalahgunaan data pribadi. Upaya preventive dalam perlindungan data pribadi
yaitu perlindungan hukum yang bersifat pencegahan sebelum terjadinya kegagalan
terhadap perlindungan data pribadi yang dapat menimbulkan kerugian khususnya
konsumen. Upaya repressive dalam perlindungan data pribadi dilakukan dengan
melibatkan Para Pelaku Usaha dan Peran Pemerintah dalam memberikan
perlindungan hukum akibat adanya kerugian yang dialami oleh konsumen atas
kegagalan perlindungan kerahasiaan data pribadi miliknya, 2. Petugas
Perlindungan Data Pribadi dapat memberikan bantuan yang berharga kepada
perusahaan dalam melakukan penilaian potensi dampak perlindungan pribadi
sehubungan dengan kebijakan baru. Kesimpulan penelitian menunjukan bahwa: 1.
Dalam hal terjadi Pelanggaran Data Pribadi dalam suatu Perusahaan, maka wajib
bagi Perusahaan selaku pelaku usaha yang terlibat untuk menginformasikan
kepada Pemilik Data tersebut mengenai kebocoran data, dan memikul tanggung
jawab penuh atas kesalahan penanganan terkait dengan kebocoran data yang ada.
2. Keberadaan Data Protection Officer adalah wajib bagi Perusahaan sesuai
dengan Undang-Undang, Tokopedia telah menerapkan Petugas yang berdedikasi
tinggi yang bertanggung jawab untuk memastikan perlindungan dan keamanan
data pribadi dalam struktur Perusahaan.

Key Words: Personal Data Protection, Cyber Security, E-Commerce
Company.

viii



ACKNOWLEDGEMENT

I would like to express my gratitude and appreciation to the divine for the
bestowing upon me His Unwavering love, abundant blessings, and unyielding
strengths throughout my over three year for my academic journey at President
University. In every moment of the darkness, divine light guiding me; in every plea
uttered from the depths of my heart, Allah SWT answered mercifully. It is with
utmost faith that | present this Undergraduate Thesis as prerequisite for obtaining a
Bachelor’s Degree in Faculty of Humanities Majoring in Law at President

University.

The Thesis work remains with the title “Legal Responsibility Upon Data
Protection To Ensure The Consumer Rights and The Implementation Of Data
Protection Officer Based On Personal Data Protection Law In Case of Tokopedia
Company.” However, it would be disingenuous to claim that its completion relied
solely on my own efforts. The achievement reached today was made possible due
to immense support received not only from those near but also those distant who
have honored me with their consistent prayer. On this occasion, | seize opportunity
to external heartfelt thanks towards these remarkable individuals:

1. | express my gratitude to Sir Sujana Donandi S, S.H.,M.H. for their
valuable assistance and guidance as a great advisor of my
Undergraduate Thesis. In addition, | would like to acknowledge their
role in inspiring me and motivating me to enhanced my knowledge and
skills, particularly in the field of Personal Data Protection. Beyond being
a mere Advisor, Sir Sujana as mentor figure whom | deeply admired.
Furthermore, Sir Sujana provide invaluable insights that contributed
significantly towards navigating through college life successfully. He
demonstrated that legal course involves more than just comprehending
foundational principles: rather it entails understanding the underlying
rationales behind them as well. For this reason, among others, | extend
heartfelt appreciation towards Sir Sujana for his continuous support

throughout;



2. Secondly, 1 would like to express my gratitude and appreciation to Sir
Mahayoni, S.H.,M.H. who has great crucial role as my Academic
Advisor and my Internship Advisor. The guidance throughout the period
has been immensely valuable. I am truly thankful for the career advice
that you have offered me, whether it was in our formal session during
my academic period or informally outside class. You have constantly
supported and encouraged me on my way in the academic journey, and
your insights have greatly benefited me in planning for my future career.
Once again, thank you for the everything’s, Sir!

3. Next, | express my gratitude to the esteemed lecturers of the
Departments of Law at the Faculty of Humanities, President University.
I am sincerely thankful for the valuable knowledge and guidance that
has been imported to me throughout my academic journey in Law
President University. The insightful lessons and numerous opportunities
availed since | commenced my enrollment have been truly meaningful;

4. Furthermore, | would like to express his deepest and his gratitude and
affection to the most important people in my life: To my Mom Lissa
Harmellia the beloved mother who always supports and love the author
and giving the motivation and inspired me striving for the success, the
second is to my Father, Zelfa Eriyasnal who has provided enormous
support. And last but not least to my Brother Rio Putra Hadivatama, S.E
thank you for always been encourage and provide of invaluable life
lessons. In additions, appreciations are also given to extended to family
members who cannot be mentioned one by one because there are so
many of them. The authors always appreciate all the people who have
been present in Reza’s life;

5. Moreover, | would like to express my deepest gratitude to the of
Associates of James Purba & Partners Advocates and Legal Consultant,
namely Jamaslin James Purba, S.H.,M.H as a Managing Partner of
James Purba, Intan Permata Sari, S.H., Ignatius Janitra, S.H.,M.H.,
Alvian Tambunan, S.H., The late Nehemia Yuda Wijaya, S.H., Dr.
Megawati Prabowo, S.H.,M.Kn., Elang Narotama, S.H., And Indah



Permata Sari, A.Md. Who have given to me the opportunity to learn
about the legal world in the field of PKPU, Bankruptcy, Liquidation,
Real Estate & Property Law, and | would like to thank all of the team
for accepting me as an Intern, and often provide very positive input and
build Reza’s spirit to look forward to the future with high positivism and
optimism and often provides stories from their experiences that are very
interesting. Having the opportunity to intern at JAMES PURBA &
PARTNERS Advocates and Legal Consultants has been very
rewarding, and for the 4 (four) months of Internship really didn’t feel
like much;

I would like to express my deep gratitude to VP and Legal Division of
PT Waskita Karya Realty (Persero) namely: Henvri Kurniawan, S.H.,
Syahfan Prananda, S.H., Nandita Leksono, S.H.,M.H., Yory Fernando,
S.H.,M.H., Richard Gabe, S.H., Ruly Widhiari Khrisna, S.T.,M.T.,
Thyara Mardiana Holly R, S.H. Thank you for accepting my internship

Period for 6 months was very useful for me.

Xi



TABLE OF CONTENT

Table of Contents
PANEL OF EXAMINER APPROVAL cuuuciiiiiittittteencceeseesererennnssesessseseessnsnssssssssessssssnnsnnnnns |
STATEMENT OF ORIGINALITY rtrcieiiiiitiiteteeneeeeeeeeeeenmnmseeesesseeessnnssssssssssessssssnanssssssses ]
SCIENTIFIC PUBLICATION APPROVAL FOR ACADEMIC INTEREST ...cccveeuececeennens 1
ADVISOR’S APPROVAL FOR PUBLICATION .....ccuuuiiiiiiititeeeeennseeeeeeeeeeesnnsssessssssesessnnns v
ANTI- PLAGIARISM REPORT ...iiiiiiitteetiiieeetitteeeenssseeseeseessssssssssssessesssssnnsssssssssessssssnnnnes Vv
ANTI- Al REPORT .eiiiiiiititettetieeeeeteeeeeeesssseeesseetessnsnsssssssssesessssssssssssssssssssssnnnssssssssssssssnnns \"|
ABSTRARCT iittttttrreeetetttteetanneeeeeretteteasnssseeeeseeeessssssssssssssessssasssssssssesesssssnnsssssssssssssssnnnnnes Vil
ABSTRAK .t ttteetttrreeeeetttrtetesereeee st tteteassssseesseeettssssssssssssseesssnssssssssesesssessnsssssssssesesssnnnnnes Vil
ACKNOWLEDGEMENT ..cttttiiieiiitititteeneeeeeereeteetessssssseseesetesssssssssssesesssssnssssssssssssssssanns IX
TABLE OF CONTENT autiiiiitttttterieeetieetteeensseeeeeeeeessssssssssesseseesssssssssssssesssssssnssssssssssssssses Xi
(O o VA S I ! = S RPNt 1
INTRODUCTION ..citttueiieeieiiitieeeensseeesreeteesessssssssssessesssssssssssssesssssssssssssssssssssssssssssssssssssssnes 1
A, BACKGROUND.......ooitt ettt ettt ettt ettt et ebe e steenaesbeebesraeseensesbeensensens 1
A, PIrODIEMS: ..ottt 11
B.  PUIP0OSE OF WIILING .....coieieieieieeeeeeeee ettt ettt eaenns 11
C.  Benefit Of WIItING.....cveeeeeeieeeeee ettt 11
D.  Conceptual FrameWOIK .........ccveveieieeieietietieietieise st e ettt eseesennes 11
E.  WIrItiNg MEtNOG........cooieeeeeeee ettt ettt 12
(@8 0 o] (=T gl B a1 oo [ o1 o o ST 16
Chapter 11: Theoretical APPrOACK ........cvevevveieieieece et 16
Chapter 111: Analysis of the First Legal Problem ...........ccccoovvvevievieieieieieieeeeeie e 17
Chapter 1V: Analysis of the Second Legal Problem...........cccooovvevevieieievieieieeieeee 17
Chapter V: CLOSING and SUGQQESTION.......cccveieietietiitieiietesteeresieiesieeeteieessseeese s s e 17
CHAPTER aaeeciieeeiiiietteieeieeeeeteteesneeeeeesseeeeesasssssssssesesssnsassssssssssssssnnnssssssssesssssnnnnnssnnnsnes 18
THEORETHICAL APPROACH ... i iiiiittttttecceeeeeseeeesesssseeeeeseessnsassssssesessessssnnsssssssssssesnes 18
(OF o A o I =t = 1 1 T PPTTPP PRt 33
LEGAL RESPONSIBILITY OF THE PERPETRATORS OF CONSUMER DATA
SECURITY ttiiiiiiiittttttenieeeeeeteteeensssseseeesseeesssassssssssssesssssnssssssssssesssssnsnsssssssssessssssnnsnssnssses 33
1. THERE ARE A NUMBER OF CONTRACTS ON THE MARKETPLACE TOKOPEDIA
CONTAINING CLAUSAL TERMS AND CONDITIONS ....ccccitieeiiieeeitreeeireeesveeeesteeessaseeesaseeesssseeennns 33
2. PROTECTION, RETENTION, AND ERADICATION OF USER INFORMATION. .....ccceeevieennns 34
3.  AFAVORABLE LEGAL VIEWPOINT TOWARDS THE ENDEAVORS OF BUSINESS ACTORS IN
PROTECTING PERSONAL DATA OF CONSUMER DURING E-COMMERCE TRANSACTIONS. ..... 36
A. The ITE Law also Known as Law No. 19/2016 on Information and Electronic
Transactions, was Revised by the Passing of Law No. 11/2008............ccccevereeieieeeenennnnn 42
B. Law No. 27/2022 on Personal Data Protection (PDP LAW) ......cccceovevieveeeeerrreeenne, 43
C. The Indonesian Government’s Regulatory Decree No. 71/2019 on Electronic Systems
aNd TranSaCtioN OPEIALOrS........couerierieieiesie ettt ettt sttt sttt ettt eae e 55
D. Ministry of Communication and Information Technology Regulation No. 20/2016 on
Personal Data Protection on EIectronic SYStEMS. ........ccevevierierierieiesieeeee e 56

Xii



L0 o N el I o 64

IMPLEMENTATION OF DATA PROTECTION OFFICER IN COMPANIES.......ccccuuuen. 64
(O 1N e I = Y T 75
(O IO 1] 1 L7 75
Y N OO ] [ 1 U ] 10 ]\ RPN 75
B.  SUGGESTION ...ttt ettt e e st e e e s e aaa e s e esabb e e e e s ssabaaeeessesaareeesas 75
REFERENCES/BIBILIOGRAPHY .ctteeiiiititiiirireniireeenseresssseisessssessssssssssessssssssssssesssssssssees 77
2010 ] 1€ 77
JOURNALS / ELECTRONIC REFERENCES: .....couvtitieetieeteeitteeteesstsessessatsestesssesetesssasessessnsesssessnns 79
LAV S, et e e e — e e e e e b et e e e e aa e e e saa—aaee e e e bbarteeeaabareeeeeanaaraaee s 81

Xiii



	PANEL OF EXAMINER APPROVAL
	STATEMENT OF ORIGINALITY
	SCIENTIFIC PUBLICATION APPROVAL FOR ACADEMIC INTEREST
	ADVISOR’S APPROVAL FOR PUBLICATION
	ANTI- PLAGIARISM REPORT
	ANTI- AI REPORT
	ABSTRACT
	ABSTRAK
	ACKNOWLEDGEMENT
	TABLE OF CONTENT

