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Abstrak

Serangan ransomware adalah salah satu jenis kejahatan dunia maya yang telah menyebar ke

seluruh dunia. Ransomware adalah jenis perangkat lunak berbahaya yang mengenkripsi file

pada perangkat, mengunci data terenkripsi penting milik korban atau organisasi sehingga

mereka tidak dapat mengakses atau membuka file, dan meminta korban untuk membayar

uang tebusan dalam mata uang tertentu dengan crypto untuk memulihkan file. Serangan

ransomware ini adalah jenis aktor non-negara, yaitu peretas topi hitam, yang disebut

aktivisme online dan anonim, peretas topi hitam ini adalah seseorang yang memiliki bakat

dan menggunakannya untuk keuntungan pribadi secara politik dan ekonomi. Penjahat

serangan ransomware ini berhasil membuat korbannya membayar untuk memulihkan file

daripada melaporkannya, termasuk di Singapura. Singapura menduduki peringkat ke-6

dengan bayaran tertinggi pada tahun 2021. Penelitian ini menggunakan konsep keamanan

nasional, keamanan nasional merupakan upaya yang dilakukan oleh suatu negara dalam

mempertahankan negaranya dari ancaman. Tujuan dari penelitian ini adalah untuk melihat

dampak serangan ransomware terhadap perekonomian Singapura, dan memang benar

serangan ini berdampak terhadap perekonomian Singapura. Perbandingan kerugian ekonomi

Singapura pada tahun 2020 dan 2021, teori ini menggunakan konsep Nasional Security dalam

kerangka penelitian teoretis, konsep ini membantu penulis dalam melihat bagaimana Singapur

bertindak pada menanggapi serangan siber ini.

Kata Kunci : Keamanan Siber, Serangan Ransomware, Ekonomi, National Security

Abstract

Ransomware attacks are a type of cybercrime that has spread throughout the world.

Ransomware is a type of malicious software that encrypts files on a device, locks the victim's

or organization's important encrypted data so that they cannot access or open the file, and

requires the victim to pay a ransom in a specific currency with crypto to recover the file. This

ransomware attack is a type of non-state actor, i.e., black hat hacker, which is called online

and anonymous activism, this black hat hacker is someone who has talent and uses it for

personal gain politically and economically. The criminals of this ransomware attack managed

to get their victims to pay to recover the files rather than reporting them, including in

Singapore. Singapore is ranked as the 6th highest paid in 2021. This study using a National

security concept, national security is an effort made by a country in defending its country
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from threats. The purpose of this research is to look at the impact of ransomware attacks on

the Singapore economy, and it is true that this attack has a huge impact on the Singapore

economy. A comparison of Singapore's economic losses in 2020 and 2021 is shown, using the

concept of national security in a theoretical research framework. This helps the authors

examine Singapore's response to this cybercrime attack.

Keywords : Cyber Security, Ransomware Attack, Economy, National Security

9



Acknowledgement

First of all, I would like to thank all praises to Allah SWT for the blessings of health

and strength that have enabled me to complete my research paper in less than 4 months of

completing my final research project. I want to thank the most valuable people who have

become my support for the most important spirit from papa, mama, my two older brothers,

bro Awure and bro Ryan and my two younger sisters, Falya and Nanda, and thanks for all the

family dkk because they really support me and positive energy from the most important is

from family. I want to thank my idol advisor, Sir Fahlesa Munabari, Ph.D. one who has an

important role for me to write this final paper is my best supervisor and always gives advice

that if we believe in our writing we will surely succeed, then I also want to thank Sir M. Sigit

Andhi Rahman, Ph.D. who has helped me from the first semester to preparing my final paper,

he is the best lecturer of all time for me. I want to thank my friends who are always willing to

listen to my complaints while compiling my final paper, to the Srimulat gang: asty, azizah,

dila, fia, hasna,nadya, lifya, sari, tata and wiwi thank you very much for your time give. To

the Best Part gang: alvhira, anggun, avi, berlian, cicit, dila, hani, ica, kowad, mumu, nata,

namud, qiara, rushava, sibong, since and tangel high school friends I want to thank you even

though sometimes you disappeared but you have a special place in this heart. To the Labrak

gang: Aak Hesty, Glo, Oprilia, Nanda and Caca THANK YOU FOR EVERYTHING you

gave while in Cikarang THANK YOU. To the gang of boarding house Yeni 2: lingling, holy,

evangly, kerin and jurry thank you for being my storytellers. When I was dizzy in compiling

this research, you have helped to recharge my body. TOMY ROOMMATE, MBA ELFIRA

AYU AND MY WAR FRIEND IN THE FINAL, thank you for EVERYTHING THAT

MBA AYU GIVES ME, mba ayu's cooking to start our day together from the first day of

thinking about the title to the preparation of this research paper, thank you mba elfira ayu for

accompanying I am we are at war from morning to morning in front of the laptop. for my

friends who are not in the gang HAHAHA THANK YOU to: karina, ame, jihan, alya, ifa and

diyan even though you didn't participate in anything but don't know why I want to write your

name in my final paper but I love you. Thank God, I met a lot of good people, one of which

was Kak via, Mas mit, and Kak Ferina. I want to thank you for the positive energy and

enthusiasm you gave me, three different types of people who really inspired me with this kind

of strength. different. BIG THANK YOU VERY MUCH TO MY CLOSE FRIENDS ON

INSTAGRAM THANK YOU YOU FOR WITNESSING MY LIFE DURING THE

PREPARATION OF PAPERS HAHAHA I LOVE U.

10



For all the people I mentioned here, I would like to sincerely and deeply thank all of

you for the radiant love and positive energy you have given me, until whenever I will never

forget you and let's meet on the next agenda HUGSS.

.

11


