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ABSTRACT

Inthe contemporary digital landscape, where cyber threats are constantly evolving, fostering
robust security awareness is paramount to organizational resilience. Traditional, fragmented
approaches to cybersecurity training often fail to provide timely insights and comprehensive
protection. To addressthiscritical gap, we present the Centralized Cybersecurity Framework
(CCF), aholistic platform designed to integrate and automate key security awareness
initiatives and thresat intelligence. The CCF's core functionality focuses on real-time
detection and elimination of harmful web links, shielding users from online dangers,
malware dissemination, and sophisticated phishing attempts. Complementing this, an
integrated security chatbot serves as a real-time advisory tool for staff, delivering immediate
guidance on cybersecurity best practices, aiding in the identification of fraudulent messages,
and offering crucial assistance during security incidents. By centralizing these
functionalities, the CCF not only strengthens an organization's defenses against emergent
cyber threats but also cultivates a more knowledgeable and resilient user base, thereby
establishing a strong and flexible security ecosystem.
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